Phong tranh LUA DAO TRUC TUYEN _ BAOVE
THONG TIN CA NHAN

Song hanh véi sy phat trién Sw phat trién cla internet da kéo theo nhiéu hé qua tat yéu, con
cla Internet, cdc mang xa nguai ciing ngay cang L& thugc hon vao cdng nghé trong doi song
) hang ngay nhw phai s& hitu smartphone, may tinh, dung phwong
thirc thanh todn trwc tuyén, chuyén khodn ngdn hang qua
mang...vv... Ldm thé nao dé c6 thé ludn an toan trong thé gici s6?

hai...thi cac hinh thirc lira dao
tryc tuyén dang bung nd, tré

nén tinh vi, nguy hiém va c6 té BO THONG TIN & TRUYEN THONG

cl:nu'c hfm' Thlet, hai do C?C 05 May tinh c& nhan 4 noi tiém an nhiéu cac nguy co'va rdi ro vé CUCANTOANTHONGTIN
himh dong lira d‘a_o t‘rl:I’C tu‘yelj an toan thang tin.
gay ra cho nguoi dung va xa  —
hoi la rat lon. N s . TR L
Nhirng viéc can lam de bao mat thdng tin ca nhan trén
: y mang internet
04 ‘ M@t sé hinh thirc lira dao tryc tuyén thwang duogc cac toi A ,
pham mang st dung phé bién tai Viét Nam. Hop téc vdi nhiing céng ty/trang web dang tin cdy N H AN T H UC

Luén d3t ra nhitng cdu hoi nghi van khi tham gia cdc mang xa hgi 3 -
Trdnh cung cap théng tin thé tin dung. Trdnh s dung thé ghi ng AN TOAN T H 0 N G TI N
khi mua hang online.

Lira ddo “tring thuéng” thong qua céc théng bdo, quang cdo, tin Bao vé mat khadu nhiéu l6p. Ludn strdung cdc mat khau khéc nhau KY NANG TUDAMBAO_ .
N gy | 4 4 vdi cac trang mang x4 héi, dich vu truc tuyén khdc nhau. AN TOAN THONG TIN

Tao cdc trang web gid mao giéng cac website ndi tiéng.

Lra d30 ban hang qua mang, chiém doat tién. Han ché chia sé théng tin cd nhan trén mang xa hoi

Hinh thire bén hang da cap bién'tuéng trén Internet: Lira ddo nap
thé trén facebook, dién dan mang...

Ltra ddo danh cdp théng tin'ed nhan.

Lira ddo de doa nhu: “Bi nhiém virus”, “Cung cap théng tin.phuc
vu diéu tra”; .

Canh gidc va can than vdi nhiing thi dén qué dé dang,
hép dan... va may man tir internet.

5 Vi nhitng yéu cau lién quan tdi viéc cung cap théng
—.l tIIJ, ta./lch/nh th;am chi tU" nguoi quen trén Internet thi CUC AN TOAN THONG TIN
can kiém tra, xac tth’C lal. AUTHORITY OF INFORMATION SECURITY

. i . o X . o . Dia chi: Tang 8 Toa nha Cuc Tan s6 vo tuyén dién,
Hay thuc su tinh tdo khi bam vao bat ky mét lién két 115 Tran Duy Hung, Cau gidy, Ha Nai.

dugc gt dén hodc truy cap vao mét website. Kiém tra Dién thoai: +84 24 3209 6789 * Fax: +84 24 3943 6684

ky chung trudc khi lam viéc gi d6 nhu: Pang nhép, Email: cucattt@mic.gov.vn
2 s Website: https://ais.gov.vn
chuyeén tién,...
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AN TOAN CHO
THIET BI DI DONG!

TAN CONG EMAIL
CcO CHU PiCH...

Gan day, cach thirc tdn cong c6 chu dich thuwéng dwoc thye hién
qua viéc gri cac email gid mao, cac email c6 file dinh kém la m& doc
téi ngwoi dung. Khi ngwai dung tai va mé file dinh kém ma doc sé lay
nhiém vao hé théng. Mt s6 lwu y khi sir dung email nhuw:

suouve MAT KHAU

PUNG CACH?

Dé bao dam an toan cho mdy tinh, thiét bi di déng, cac hoat dong
trén internet...chiing ta can sir dung mat khau dung cach. Mat khau
chinh la hang phong tha dau tién va quan trong dé chéng lai céc tdi
pham mang:

Cdc thiét bj di ddng nhw dién thoai théng minh, may tinh bang da
vo cung théng dung va c6 hang triéu rng dung trén Internet, khéng
ai c6 thé dam bao ching hoan toan vé hai. Vi vdy ching ta phai biét
céch ty bao dam an toan khi st dung thiét bj di dong:

St dung mat khau manh.

St dung mét mat khdu duy nhét cho tirng tai khodn quan trong
nhwemail, tai khoan ngén hang...

Gitr bi mat mat khdu bang cach nhé hodc dé & noi chi minh ban
cd thé biét va doc né.

Thiét ldp cdc tuy chon khéi phuc mat khau va hdy cdp nhat ching
mot cach thuong xuyén.

Lu6n luén than trong khi md cdc két néi mang hay blue- tooth &
nhitng noi c6ng cong.

Thuong xuyén st dung cdc phdn mém diét virus dé quét, phat
hién ma dgc trén hé thong, cac két ndi kém an toan...

Han ché viéc bé khda, cai cdc ng dung bén thi 3, kiém tra
quyén cap phat khi cai dat.

Luén nh& cdp nhét cdc bdn cdp nhat cia hé diéu hanh, cac tng

Khéng nén tin tudng tén hién thj trong email.

B6 qua cdc email yéu cdu cung cép théng tin ca nhan, chuyén
tién, déi mat khau ...

Cén trong vdi cac email cd tiéu dé Hap dan - Nhay cam- Khan
cap.

Can than, can nhéc khi tai vé céc file dinh kém trong email. Tao
thoi quen quét virus.

Céan nhac ky luéng khi bam vao lién két (link) trong email.

dung va méat khau.

03 | Tén céng Email cé cha dich vao nguwdi dung qua file dinh
kém Microsoft Excel
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Tén cong mat khau la mot phuong phép tan cong truyén DU LIEV ?

théng va nguy hiém nham vao nguoi dung.

TAN CONG

Ay % - Z Al CH GIAMAO Néu di mé mét file hay lién két nghi ngé’ la ma déc, hdy ngat
TAI CHINH L Ca— : y ghing oc, hay ng
GO1Y CACH BAT MAT KHAU MANH THONG TIN & . Ny .= T .
y két noi mang va lién hé quan tri mang cua to chirc hodc cac
don vi chire ndng dé dworc hé tro.

Mét khéu it nhat phai co 7 ky tu. “e.
Sw&rdung 4 loai ky twbao gom: ch@ hoa, chir thuong, chsé va ky

twdac biet (@,5,#,%..).

Khéng dung cdc mat khau dé dodn, biét nhu: ho tén, ngay sinh,
ngay dac biét.

Swrdung it nhat bén ky tw khdc nhau va ngdu nhién.

02 | Nguy co tiém &n mat An toan thong tin tir cac thiét bi di dong
la rat lon.






